GENDER PROFILE OF
THE UKRAINIAN MEDIA

usalD B




Co-operation

COUNCIL OF EUROPE

g9, National Council of Ukraine
' on Television and Radio
Broadcasting

women in media.

CONSEIL DE LEUROPE

This work was made possible with the financial support of the Council of
Europe project “Safeguarding Freedom of Expression and Freedom of the
Media in Ukraine — Phase II” (SFEM-UA), implemented by the CoE Division
for Cooperation on Freedom of Expression under the Council of Europe
Action Plan for Ukraine titled “Resilience, Recovery, and Reconstruction”
for 2023-2026.

© Women in Media NGO
wim.org.ua/en 2025



CONTENTS

/4

/6

/10

/11

/16

/19

/29

/36

/ 44

/47

/19

Introduction

Methodology

Looking Back

Key Findings

Recommendations

Section 1. Gender Profile of Newsrooms in 2025

Section 2. Gender Distribution by Profession in Different Types
of Media

Section 3. Social and Gender Media Policies

Section 4. Media Awareness of Gender-Based Online Violence

Section 5. Legislative Mechanisms to Combat Technology-
Facilitated Gender-Based Violence (TFGBV): International,
European, and Ukrainian Contexts

About Women in Media NGO



INTRODUCTION

This research has been conducted in the context of Russia’s ongoing war
against Ukraine, which has been impacting the work of Ukrainian media
for over eleven years, with over three years in its full-scale phase. This had
a significant impact on the staffing structure, financial capacity, safety
of employees, and psychological resilience of media teams.

The war has exacerbated gender-related challenges in the media sector:
some employees have been drafted or lost their jobs because of relocation,
and women in newsrooms have seen their workload increase significantly, as
they tend to take on several professional functions at once now and work in
management roles. At the same time, women journalists have become more
vulnerable to online violence, disinformation, and technology-facilitated
attacks (TFGBV), which reflects broader trends of digital warfare.

Despite challenging conditions, Ukrainian media continue to play a critical
role in countering disinformation, strengthening public trust, and protecting
democratic values. Therefore, systemic tracking of the situation with gender
equality, inclusiveness, and safety of media professionals becomes not only
the issue of human rights but also an element of national resilience and
recovery of the sector.

In 2025, the National Council of Ukraine on Television and Radio Broadcasting,
together with Women in Media NGO, continued systematic work on
monitoring the status of gender equality in the media sector.

The annual study “Gender Profile of the Ukrainian Media,” which is now
conducted for the third time, is part of the regulator’s comprehensive action
to implement the principles of equal rights and opportunities of women
and men in the activities of the Ukrainian media. The results provide a
picture of the dynamics of change in the staffing structure, management
practices, social responsibility of newsrooms, and media outlets’ readiness
to implement internal equality policies.



This study is to be conducted by the media regulator directly in line with
the provisions of the Law of Ukraine “On the Media,” which stipulates that
one of the state policy priorities in the media sector is the prevention of
discrimination based on any characteristics. In addition, such activities
are consistent with the Law of Ukraine “On Ensuring Equal Rights and
Opportunities for Women and Men,” the Strategy of the National Council for
2024-2026, in particular its Strategic Goal 8, “Ensuring gender balance in the
media,” Ukraine’s international obligations under CEDAW, the Beijing Platform
for Action, and the Council of Europe Recommendation CM/Rec(2013)1 on
Gender Equality in the Media.

Thus, research of the gender profile of media is a tool that allows:

monitoring the dynamics of the involvement of women and men in
professional and managerial positions;

assessing the situation with internal equality policies in newsrooms;
identifying trends and challenges related to online violence;

developing recommendations for government agencies, newsrooms, and
civil society organizations.

Therefore, the survey and subsequent analysis are important not only to fulfill
the requirements of the law but also to increase transparency, inclusiveness,
and professional standards of the Ukrainian media sector.
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METHODOLOGY

Data for the gender profile were obtained through a voluntary online survey
of respondents in the media sector via Google Forms. The responses were
collected over June-September 2025 by members of the National Council
of Ukraine on Television and Radio Broadcasting and Women in Media NGO.

245 responses from the media were collected, with a total of
7184 employees.

In terms of the number of companies represented, this is twice as few as in
2024 (492 completed questionnaires) but more than in 2023 (206). However,
based on the number of industry workers covered by the analysis, the
sample encompasses a significant portion of the industry and provides a
reliable insight into the trends—7184 employees vs. 8900 in 2024.

The survey was not conducted for the media of the Luhansk oblast, the
Autonomous Republic of Crimea, and the city of Sevastopol due to their
temporary occupation by Russia. In the Donetsk oblast, the only media
surveyed were the ones working on the territory controlled by the

Government of Ukraine.

In its letter to the media with a request to fill out the questionnaire and
provide data, the National Council noted that all data would be used and
published only in an aggregated form with the necessary interpretation, and
the questionnaires themselves and any non-anonymous media data would

not be transferred to third parties.



In 2025, the questionnaire underwent certain changes:

The number of parameters has been reduced to simplify the questionnaire.
In particular, this year the questionnaire does not categorize professional
roles by age group in order to reduce the workload on those responsible
for filling out the questionnaire in the newsroom. However, the general
question on the distribution of all employees in the newsroom by age
group remains.

There is now an additional sector on awareness, countermeasures, and

needs to combat gender-based online violence in newsrooms.

Data on professional roles involving people with disabilities and on the
adaptation conditions provided for their work have been expanded.



SURVEY RESPONDENTS

The questionnaires have been filled out by representatives of 245 companies.
By content type, print media account for half of all the newsrooms.
Audiovisual media, linear and non-linear, accounted for 32%, and online
media for 18%. Compared to last year, the share of audiovisual media among
respondents remained on the same level, while the share of print media
decreased, although it remains the largest among other types of media,
while the share of online media increased by 7 percentage points.

Survey respondents by content type

Print 50%

Linear audiovisual

media (radio, TV) 31%

Online media 18%
Nonlinear
audiovisual media I

(on-demand streaming services)

However, it is important to consider not only the number of companies but
also the number of employees working for them. Here, audiovisual media, i.e.,
radio and television, dominate as usual. As expected, this is due to the more
complex nature of content production and the technological challenges of the
processes. Thus, among the entire sample, audiovisual media account for the
highest number of employees, 76%; print media account for 14%, and online
media for 10%.

Survey respondents by number of employee

Audiovisual 76%

Print media 14%

Online media 10%



In terms of content distribution geography, local companies dominate,
accounting for slightly under half of all respondents—48%; regional companies
are at 26%, and national companies at 21%.

Survey respondents by geography

Local 48%
Regional 26%

National 21%

Other E

To verify the accuracy of the data provided by companies, the questionnaire
clarifies whether the newsroom has a clear staffing list. Similarly to last year,
75% of organizations said yes, while 15% do not have such a document. 10%
of newsrooms found it difficult to answer this question. Overall, the collected
data can be considered quite accurate, since it is expected that three-quarters
of the newsrooms answered based on documented information about the
composition of their teams.

Staffing list in newsrooms

@ VYes
No

Difficult to say

Thus, the sample represents mainly local and regional media, which provides a
realistic snapshot of the situation in most newsrooms in the country. Most of
the surveyed media outlets have a formalized management structure, but one
in six operates without a staffing list.



LOOKING BACK

Data from 2025 shows gradual but noticeable progress in Ukrainian media
towards gender equality — in particular, an increase in the number of
women in all professional roles and the expansion of basic equal opportunity
policies. At the same time, certain difficulties persist, such as structural
inequality in access to leadership positions, insufficient inclusion for people
with disabilities, veterans, and internally displaced persons, as well as the
lack of a systemic approach to countering online violence. These trends
indicate that the quantitative presence of women in the media has not yet
translated into qualitative equality of opportunity. Further development of
the industry should be based on institutionalizing the principles of equality,
training management for their practical implementation, and creating a safe
digital environment for all media workers. An important role will be played
by education, systematic gender-sensitive professional training, leadership
programs for women executives in the media, and peer-to-peer exchange
with European newsrooms, fostering the formation of a new management
culture, mutual support, and equality in the Ukrainian media.
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KEY FINDINGS

For the first time, women predominate in all professional media categories.
In 2025, women will make up 57% of editorial staff, and men — 43%. This is the
first year of the assessment when women predominate in all professional roles.
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The “glass ceiling” persists: women predominate among workers but not
in management. Although the proportion of women among management is
increasing, the structural trend persists: the lower the level of managerial
responsibility, the higher the proportion of women. The largest proportion
of women is among journalists, presenters, freelancers, and marketing and
PR specialists (from 77% to 58%).

Men remain more represented in technical professions. The highest
percentage of men was recorded in technical roles (49%), while among
presenters, they constituted only 25%.

The age distribution is stable: the older the group, the more men it
includes. As before, the proportion of men increases with age, while women
predominate in younger groups. The most numerous age categories remain
36-60 years old.

Women are more likely to combine several roles in newsrooms. This
demonstrates their flexibility and high level of responsibility but can also
mean an additional burden in conditions of staff shortage.

11



Women are more actively investing in professional development. 61% of all
those who have undergone training or professional development programs
are women. This demonstrates their ambition and desire to grow in the
profession, while also highlighting the need for systematic mentoring and
leadership development programs.

Women are more actively investing in professional development. 61%
of all those who have undergone training or professional development
programs are women. This demonstrates their ambition and desire to grow
in the profession, while also highlighting the need for systematic mentoring
and leadership development programs.

Inclusion for people with disabilities remains low. Women with disabilities
make up 4% of all women in the media; men with disabilities make up 6%
of all male workers. Despite the relative gender balance, these figures
reflect the low overall participation of people with disabilities. Only some
newsrooms provide adaptive conditions or a flexible work format, which
shows a lack of barrier-free access and of a systematic policy of inclusion.

People with disabilities usually do not need any special conditions in
newsrooms. Among the adaptations that editorial offices provide at the
request of their colleagues with disabilities are flexible work schedules,
remote work options, the provision of additional equipment for performing

duties, and other types of comfortable working conditions with regard to
health-based needs.




Support for veterans and internally displaced persons is sporadic. As
was the case last year, most newsrooms do not practice a special approach
to sensitive groups in wartime: veterans, families of wounded or deceased
military servants who previously worked in the editorial office, and people
who were forcibly displaced due to the war. Companies claim the reason
is mostly the lack of interest / demand from such individuals. Individual
practices are described in more detail in one of the subsequent sections.

Internal equality policies exist but are implemented selectively. 74% of
media outlets declare the principle of equal opportunities, 42% — anti-
discrimination, and 41% — transparent remuneration. However, policies to
combat harassment (17%) and support women’s leadership (12%) remain the
least developed. Almost 25% of newsrooms do not have any such policies at
all, indicating the need for further institutionalization of equality, especially
at the local level.

Internal Equality Policies in Media

@ ‘42% ‘1% 17% 12%
| |

| |
principle of equal anti- transparent policies to combat support
opportunities discrimination remuneration harassment women’s leadership

Policy implementation mechanisms are absent in most media. 53.5% of
newsrooms do not have a designated person or unit responsible for equality
issues, and another 9% are unsure whether such a role exists. Only 37.6%
have a clear response system, indicating a gap between formal declarations
and practical application of policies.
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Online violence remains an “invisible” problem. 90% of newsrooms said
they were not aware of any cases of gender-based online violence against
women employees. This indicates a lack of recording and monitoring
procedures rather than an absence of incidents. According to a study
by Women in Media NGO and UNESCO (2024), 81% of Ukrainian women
journalists have encountered online attacks.

Only 25% of media outlets have practices for responding to online
violence, mostly informal ones. In most cases, these are verbal agreements
or situational support, without clear protocols. Another 53% were unable
to answer, indicating low awareness and a lack of structured procedures.

Newsrooms recognize their need for support and training. 75-80% of
respondents noted the importance of psychological assistance, 70% of
legal assistance, and 60-65% want to receive training on response to online
attacks. About half emphasize the need for internal policies and procedures
to protect women journalists in the digital environment.

Technology-facilitated gender-based violence (TFGBV) has become a new
challenge to the freedom of expression and safety of women journalists.
International and European standards—the Istanbul Convention, the Digital
Services Act (DSA), the EU General Data Protection Regulation (GDPR), and
the Artificial Intelligence Act—already define approaches to its prevention
and punishment. Ukraine has only basic standards in place, with a lack
of special categories of crimes, effective content removal mechanisms,
education for newsrooms and law enforcement, and support of affected
women in media.

14


https://wim.org.ua/wp-content/uploads/2025/04/Gendered-Online-Violence-Against-Ukrainian-Women-Journalists.pdf

Predominance of women in media, quantity-wise, is not the same thing
as gender equality. The preponderance of women in a field that requires

high emotional involvement, significant workload, and often offers low pay

is not a sign of equality. The gap between the quantitative presence of
women and their access to leadership positions and influence opportunities
remains evident.




Recommendations

Joint and coordinated actions of the state, civil society organizations, and
the media are necessary for the effective implementation of gender equality
and inclusion practices, as well as to combat technology-facilitated gender-
based violence (TFGBV).

These actions should aim at prevention, response, and combating instances
of discrimination and violence, creating a safe and equal environment in
the workplace. It is important to make use of systematic monitoring,
educational and advocacy events, which not only raise awareness but also
ensure sustainable institutional responsibility to maintain principles of
gender equality in the Ukrainian media.

Thus, the below recommendations, prepared based on the findings of this
year’s Gender Profile of the Ukrainian Media, can be useful for the media
regulator and all the stakeholders:

In partnership with civil society, ensure the continued annual audit
of the situation with gender equality, using its results to improve
regulation and co-regulation policies in the media sector.

Collect gender-disaggregated data in the process of registering,
licensing, and monitoring media entities, including information on
management positions, non-discrimination policies, conditions for
persons with disabilities, veterans, etc.

Together with co-regulation bodies, promote the development of
Equality Codes and a safe digital environment, in line with the law
“On Media.” They should become framework documents defining
standards for non-discrimination, balanced representation, and
combating online violence.
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In cooperation with law enforcement agencies, the Ministry of Digital
Transformation, and civil society organizations, develop intersectoral
guidelines regarding technology-facilitated gender-based violence
(TFGBV). Share data and monitor and document such cases.

For instance, in 2024, Women in Media NGO launched a system to
document cases of online violence targeting Ukrainian women journalists
due to their professional activities. The central tool of the system is an
interactive Map of Online Attacks against women journalists containing

a separate section on Al Attacks. This map helps to track and analyze
the scale of such attacks, contributing to a better understanding of the
problem and the development of effective measures to overcome it. The

map is fully available in English.

Promote the development and adoption of media protocols for
responding to online violence. They should determine the newsroom’s
actions within the first 24 hours following the attack, the procedure of
documentation, engagement of lawyers and psychologists, and the ways
to approach law enforcement agencies and platforms. For instance, the
Women in Media NGO prepared the guide “Steps for Newsroom to Take

in the First 24 Hours Following an Online Attack against a Woman

Journalist.”

Initiate theimplementation of gender audits in the media as a voluntary
but systematic tool to assess the extent to which an organization
integrates the principles of gender equality into its activities.

Gender audits can identify gaps, strengthen the institutional capacity of
newsrooms, and ensure the sustainability of equality policies. One good
example is the gender audit of Suspilne, conducted in May-August
2025 thanks to International Media Support (IMS) as part of the Women
in Media NGO project “United for Equality in the Media: Promoting

Gender Equality through Cooperation of Civil Society Organizations, the
Media, and the Authorities.”
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The study encompassed an analysis of internal regulatory documents
(policies, procedures, remuneration systems, management structures),
decision-making mechanisms, monitoring, as well as the results of
a staff survey.

Advocate for and implement a mandatory training module on gender
equality, inclusion, and combating TFGBV in training programs and
curricula for editorial staff, media management, and formal journalism
education. The module should integrate both formal educational
components (courses in higher education institutions, state training
programs for journalists, civil servants, media education teachers) and
informal learning tools, such as online courses, training, certification
programs, mentoring, and peer exchange programs.

Promote the development of sustainable leadership programs
for women in media who aspire to rise in the ranks through cross-
sectoral partnerships with civil society organizations and international
development partners.

Encourage media outlets, particularly national ones, to develop
inclusivity in their newsrooms by ensuring the accessibility of premises,
adapting workplaces for people with disabilities, and implementing
support programs for veterans and internally displaced persons.

Encourage the media to implement initiatives supporting veterans,
providing fair and non-discriminatory terms of recruitment and
conditions for veterans returning to their previous jobs; create corporate
programs and opportunities for veterans’ education and retraining.

Promote the introduction of competitions, awards, and distinctions
for best practices in the field of gender equality in the media, as well as
ensure the collection and public coverage of such practices as examples
to follow.
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Section 1

GENDER PROFILE OF
NEWSROOMS IN 2025



GENERAL DATA

According to the completed questionnaires from the 245 media organizations,
57% of editorial staff are women and 43% are men. Since this is the third
year of the Gender Profile, we can look at the dynamic of this key indicator
over the years. Of course, we should take into account not only the share
of women and men, but also the number of surveyed newsrooms and the
quantity of people included in this data.

Proportion of women . Proportion of men
in the surveyed newsrooms in the surveyed newsrooms
47%
42% 43%
2023 2024 2025
. Number of media workers Number of newsrooms surveyed
8900

500

8000 492

6000
4820
4000

300

2000

206

200

2023 2024 2025
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In 2024, the number of companies and employees covered by the study was
twice as high as in 2023. In 2025, the number of newsrooms is almost twice
as low as in 2024; however, the number of employees covered by further
analysis is lower by an insignificant margin. Thus, if the data obtained from
the survey in the next years cover 7,000-8,000 media workers total, the

sample can be considered relatively stable.

Gender distribution by professional roles

e

women [l Men

Total Top managers Heads of Presenters / Journalists
departments anchors
e f
Marketing / PR Program Support / Admin Freelancers Other
/ Production service and other tech units professions

As in previous years, there is a fairly clear trend that women predominate
in most professional roles in editorial offices. This year, for the first time,
women prevail in absolutely all categories.

The largest proportion of women, as in previous waves of the study,
work in areas related to direct content creation: journalists, presenters,
marketing and PR specialists. Compared to the previous year, the proportion
of women working in the program service is significantly higher.
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The reasons for this change in distribution may be related to several factors:

Change in the sample of newsrooms participating in the survey;

The impact of the war and the mandatory mobilization of men has
resulted in women gradually moving into professions where previously
men would predominate.

However, these hypotheses would need additional information to confirm
which version is correct.

Although the proportion of women among top management is somewhat
bigger than the previous year, 55% vs. 51%, the same tendency persists:
a lower proportion of women than those working in media overall reach
the highest ranks.

The share of women holding middle management positions (heads of
departments within newsrooms) is somewhat lower than the previous year—
60% vs. 64% in 2024.

The highest representation of women is among journalists, where they
make up 77%, and men, respectively, 23%. This trend remains the same
compared to the data from the previous two years.

Among presenters, women also prevail with 75% compared to men with
25%. This figure has become larger compared to the previous years. In 2023,
68% of presenters were women, and in 2024, 69%.

In communication professions in the media (marketing, PR, production),
women make up 58% and men make up 42%. In 2024, there were more women
in this category (64%), and in 2023, relatively fewer (53%). Therefore, it is
currently difficult to observe any specific trend in this professional group.

Every year we see the proportion of women among freelancers growing.
This time they are 64%, and in the previous years, the share was 62% and
50% in 2024 and 2023, respectively.

What is new is that women also predominate in so-called technical
professions this year.
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Although in the previous years, men predominated in tech support, admin
work, and other technical jobs, this year the ratio of women to men is
51% to 49%. In last year’s study, we predicted that women would become
increasingly integrated into technical professions as well.

In addition, in software services, where in the previous years, men slightly
prevailed or had equal representation to women (50/50 in 2023), women
predominate this year — 64% vs. 36%.

As in the previous years, more women than men are taking up professional
training and development. Among everyone who improved their skills in
2025, 61% are women and 39% are men. It should be noted that women
represent more media employees overall. However, analyzing the proportion
of women and men who underwent training in relation to their gender
group, we found that 15% of women strengthened their professional skills
vs. 13% of men.
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AGE DISTRIBUTION

This year, in order to simplify the questionnaire and reduce the workload
of newsrooms filling it out, we did not analyze age distribution for each
professional group. Companies provided data on age distribution in general,
without breaking down the same information by professional role.

The graph displays the age distribution between men and women across
all media outlets that participated in the survey, as well as separately
by media type. This year, we did not analyze the age distribution in each
individual professional role, since no significant changes in the data were
observed in the previous two years, and providing this information requires
the respondents to spend a significant amount of time.

As in the previous years, the current year’s aggregated data illustrate that
the older the age group, the smaller the proportion of women. There is also
a persistent trend that among all newsroom employees of retirement age,
men predominate, while in all other age groups, the situation is reversed
to a certain extent. Note that this refers to relative values comparing the
ratio of women and men in one age group.

In terms of different types of media, the print media category stands
out: compared to the general picture and other types of media, there is a
slightly higher proportion of women in all age groups. The largest proportion
of women is observed in the age groups 18-25 and 46-60.

Among audiovisual media, the largest proportion of women compared to
men is among young people, 18-35. And in online media, the largest share
of women is observed in the age groups 18-25 and 36-45.

24



Gender distribution by age group
by media type (in %)

women [l Men

Total Print Audiovisual Online
media media media
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Comparing the proportion of each age group relative to the total number of
women and men, for both genders, the highest number of employees falls
in the age groups 36-45 and 46-60. Each of these age groups accounts for
28% of the total population in their gender group. That is, 56% of people in
the media are women and men aged 36-60.

Age group Women Men
18-25 12% 11%
26-35 24% 22%
36-45 28% 28%
46-60 28% 28%
60+ 8% 12%

The table shows the ratio of the number of employees in the age group
relative to the total number of women and men, respectively.

25



POLICIES REGARDING PEOPLE WITH DISABILITIES

According to the Law of Ukraine “On the Fundamentals of Social Protection
of Persons with Disabilities in Ukraine” of March 21, 1991, No. 875-XIll,
enterprises, institutions, and organizations that use hired labor are to
adhere to the established proportion of employees with disabilities. These
requirements are aimed at ensuring equal employment opportunities for
people with disabilities.

The standard depends on the average official number of full-time employees
per year:

If the enterprise employs 8 to 25 people, one workplace must be created
for a person with a disability.

If the number of employees is 25 or more, the standard is 4% of the
average number of full-time employees.

Based on the data provided by newsrooms, 28 companies with over
8 employees do not have a single employee with a disability on the team.

As in previous years, among all companies in general, the number of
employed people with disabilities accounts for 5% of the total number
of employees. In particular, women with disabilities make up 4% of the
total number of women employed in the media, while men with disabilities
make up 6% of the total number of men employed in this field.

This year, the questionnaire contained several more detailed questions
regarding the working conditions of people with disabilities in newsrooms.
Most newsrooms indicated that people with disabilities working in these
media did not require special working conditions.
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Did persons with disabilities need additional adaptations to
their working conditions during the entire period of their
work in your media outlet?

women [l Men

59%
18%
10%
] =
—
No Yes, and they Yes, and they were Yes, but they were
were provided partially provided not provided

Regarding the professional roles in which colleagues required special working
conditions, answers were provided by 24 newsrooms. This is only 10% of
all companies that filled out the questionnaires. Among these responses,
women most commonly required such help in marketing positions, and men
in executive positions.

In which of the following categories did employed persons
with disabilities most often need special working conditions?

women [l Men

Leadership

Management .

Presenters /
anchors NG 3

Marke NG e
Program service

Support / Admin and
other tech units NG

Other
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When asked what additional or special working conditions were required,
the most common ones were flexible working formats (in 8 newsrooms),
provision of additional equipment (in 5 newsrooms), and assistance with
recovery or treatment (in 3 newsrooms). In isolated cases, assistance
was provided with logistics, transportation, the creation of additional

conditions at the workplace (lighting, a special chair), and improving the
accessibility of the premises.
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Section 2

GENDER DISTRIBUTION BY
PROFESSION IN DIFFERENT
TYPES OF MEDIA



AUDIOVISUAL MEDIA

Audiovisual media (linear and non-linear) make up 31% of the total survey
data. In absolute quantitative terms, the data from this subsection describe
75 companies with 5,496 employees. That is, by the number of personnel,
this is the largest group of media in the survey — 76.5% of all the media

workers in the sample.

Audiovisual media:
gender distribution by professional roles

women I Men

20%
44% 46%

Total Top managers Heads of Presenters / Journalists

departments anchors
44% 4

Marketing / PR Program Support / Admin Freelancers Other
/ Production service and other tech units professions

In audiovisual media, women also predominate in all professional roles. The
total number of women in this type of media is slightly lower in percentage
than among all media outlets in general: 56% are women and 44% are men.

The most women-dominated profession here is journalists — women account
for 80%, which is the highest score among all types of media; women also

constitute 73% of presenters, and 64% of freelancers.
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The representation of women among all managers in audiovisual media is
slightly lower than in the general sample. Among top management, women
account for 54% vs. 46% of men, and among department managers, women
represent 55%, which is the lowest score in this category among all types
of represented media.

Among all employees of audiovisual media, 5% hold two or more positions.
This is lower than last year’s figure of 8%. Among all those who combine
several roles in audiovisual media, women prevail (56%) over men (44%),

which is generally in line with the gender ratio in this type of media.

Among all employees, 4% of professionals also underwent training during the
past year. Compared to other types of media and overall data, this indicator
in this media category is the lowest. Among everyone who participated in
retraining, 61% are women and 39% are men. If we compare those numbers
with the total numbers of employees in audiovisual media, it appears that 5%

of all women and 4% of all men used educational or retraining opportunities.

5% of employees in audiovisual media are people with disabilities. Women
with disabilities make up 4% of women employees, and for men, this figure
is 6%. These figures are consistent with similar proportions in the overall
sample across all media types.
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PRINT MEDIA

We remind you that print media account for 50% of the total sample of the
surveyed newsrooms. In absolute quantitative terms, the data from this
subsection describe 123 newsrooms with 980 employees.

In this category, women predominate in all professional roles. In top
management, the distribution is almost equal, with women making up 52%
vs. 48% of men. Therefore, these data show the same trend as overall, in an
even more vivid manifestation: despite the absolute prevalence of women
in all professional roles in print media, they are least represented in top
management. Overall, 59% of press employees are women, but among top
management, this share drops to 52%.

Press: gender distribution by professional roles

‘oo L

Y

Total Top managers Heads of Presenters / Journalists
departments anchors
Marketing / PR Program Support / Admin Freelancers Other
/ Production service and other tech units professions

We note that the professions of presenters and program staff are not common in print
media. But since the questionnaire was universal for all types of media, these categories
were not excluded from the survey. Still, they are the least numerous in print media.

32



What is different for the press in comparison with the general trends for
all media types is that the largest proportion of women vs. men is observed
in the field of communications, i.e., marketing, PR, production, with 82% of
women and only 18% of men.

Among all employees of print media, 30% hold two or more positions. This is
the highest figure among all types of media. Among all those who combine
several roles in print media, women prevail (60%) over men (40%). This
also indicates a distribution of workload between gender groups, where
women work the most, represent the majority, but are least represented
in management. In addition, women are more likely to improve their
professional skills.

Among all employees, 29% of professionals also underwent training during
the past year. This figure is higher than last year, and this type of media
also has the largest gap between men and women. Among those who
participated in training, 72% are women and 28% are men. Comparing those
numbers with the total numbers of employees of print media, it appears
that 35% of all women and 20% of all men used educational or retraining
opportunities.

Among all print media employees, 5% are people with disabilities. Women
with disabilities make up 4% of women employees of print media, and for
men, this figure is 5%.
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ONLINE MEDIA

This category of media is the least represented in the survey. Among all the
newsrooms surveyed, online media make up 18%. This share has increased
compared to last year, when online media accounted for 11% of the total
sample. In absolute numbers, this is 44 newsrooms with 708 employees.

Online media: gender distribution by professional roles

women [l Men

COOOE

Total Top managers Heads of Presenters / Journalists
departments anchors
4 e
Marketing / PR Program Support / Admin Freelancers Other
/ Production service and other tech units professions

Online media have the largest share of women in top management
compared to other types of newsrooms. The share of women in top
positions is 66%. The professions most represented by women are
presenters (74%) and journalists (72%). At the same time, the distribution
among all employees remains consistent with the survey findings overall:
57% are women and 43% are men.

Among all employees of online media, 14% hold two or more positions.
This figure is significantly lower than last year (31%). Among all those who
combine several roles in online media, women prevail (61%) over men (39%).
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Among all employees, 69% of professionals also underwent training during
the past year. This is the highest figure among all types of media and
a significant increase compared to the previous year. That is, most editorial
staff devoted time to education and development of professional skills.
We can assume that this may be tied to the rapid development of technology,
which is an important factor in the success of digital media. The gender
balance in this category is also exceptional, almost proportional, which is
the first such instance in three years: 54% are women, and 46% are men.
We observed this trend last year, and we can say that it is intensifying.
Comparing those numbers with the total numbers of employees of online
media, it appears that 66% of all women and 75% of all men used educational
or retraining opportunities.

Among all employees of online media, 5% are people with disabilities. Women
with disabilities make up 3% of women employees, and for men, this figure
is 7%. The gender imbalance here is the highest among all media types.

35



Section 3

SOCIAL AND GENDER
MEDIA POLICIES



This section describes the practices of implementing various social policies
in newsrooms generally for all media, without disaggregating data by media
type.

This year, similarly to 2024, some questions were dedicated to support for
employees and their families due to the war and its consequences. These
include employment practices for veterans, support for the families of
wounded or deceased military servants who were previously employed in
the media, and support for people forced to relocate. The vast majority of
newsrooms do not practice such support. The key reason is that no such
requests were expressed by the employees. However, some newsrooms do
have such practices, and the biggest obstacle here is the lack of resources.

The data below is presented as a percentage of the total number of
newsrooms that participated in the survey. One editorial office could
choose several options, or none of them, so the total is not necessarily
going to be 100%. It should also be noted that the number of options in the
questionnaire was limited and not exhaustive, so a significant proportion of
newsrooms indicated they provide other types of assistance in addition to
the ones listed in the survey.

Does the media support the families of wounded/deceased military
personnel who were part of the staff?

No because there were
no such requests 43%

Other 31%

Fundraising 20%

No because there
is no capacity 10%

Payment for education of
children of wounded/deceased 1
military personnel

o®

0% 10% 20% 30% 40% 50%
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When asked about supporting the families of wounded or deceased military
servants who previously worked in the newsroom, 44% of newsrooms
responded that such support is not provided, or there are no such colleagues
in the newsroom. This figure is significantly lower than last year (72%).

20% of newsrooms hold fundraisers for the treatment of wounded colleagues
or support for the families of deceased military personnel who previously
worked with them. In 1%, the newsrooms help to pay for the education of
children from the families of wounded or deceased military colleagues. Other

types of assistance are provided by 31% of newsrooms.

Does the media outlet support employed veterans?

No such support provided
because there are no requests 60%

Other 22%

No such support provided 13%
because there is no capacity

Assistance in training/ 6%
upskilling/retraining

Preferences 4%
in employment °

Creation of special 2%
working conditions

0% 20% 40% 60%

As for the employment of veterans in the newsroom, most do not have
this practice, either (60%), due to the absence of such requests. 13% of
newsrooms do not provide such support due to lack of opportunities.

6% of newsrooms indicated they helped former military servants with
training or retraining and established work conditions that would take into
account their experience and needs. In 4% of newsrooms, veterans were
given preference in employment. Other types of assistance are provided by
22% of newsrooms.
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Regarding policies to support internally displaced employees, most

newsrooms, as was the case with other policies, indicated that they did not

have such practices because they had not received any relevant requests.

This is true for 69% of newsrooms. At the same time, the share of newsrooms

that assist such colleagues in training and improving their skills is quite

high, at 56%. 29% of newsrooms indicated that they helped colleagues with

finding housing, and 24% provided employment preferences. Other types of

assistance are provided by 41% of newsrooms. However, 18% of newsrooms

do not provide such assistance due to lack of resources.

Does the media outlet support internally displaced employees?

No such support provided
because there are no requests

Assistance in training/
upskilling/retraining

Other

Housing assistance

Preferences
in employment

No such support provided
because there is no capacity

0%

69%
56%
41%
29%
24%
18%
20% 40% 60% 80%
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GENDERED SUPPORT PRACTICES IN THE MEDIA

Regarding equality policies in newsrooms, respondents could choose
multiple options. Most newsrooms (74%) indicated that the principles of
equal opportunities were enshrined in their policies or their charter. Other
practices, however, are implemented by fewer than half of all newsrooms:
42% — anti-discrimination, 41% — transparent pay, 17% — combating

harassment, and 12% — support for women'’s leadership.

What principles are enshrined in the media outlet’s charter
or policies?

Equal opportunities 74%
Combating discrimination 42%
Transparent salary 41%
None of the above 18%

Combating harassment 17%

Encouraging women’s
leadership 12%

0% 20% 40% 60% 80%

Yet, most newsrooms do not have an authorized person, unit, or consultant
who could respond to violations of these principles. 53% of newsrooms
indicated the absence of such a person or institution, 38% do have such

bodies, and 9% of newsrooms do not have an exact answer to this question.
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SOCIAL SUPPORT PRACTICES

Compared to last year’s survey on the use of social policies and work
practices aimed at women and men, this time more options were provided.
Not only the presence or absence of practices was analyzed, but also their
actual application. In the survey, newsrooms were proposed to choose one
of three options for each practice:

This practice exists in theory but has not been applied.
The practice does not exist in the newsroom.

The practice exists and has been applied during the past year.

This approach allowed for a more profound analysis of the real integration
of social policies in newsrooms and provided an opportunity to understand
their potential for further development.

For example, the newsroom may have the practice of maternity / paternity
leaves, but none of the employees used this opportunity during the past
year. By choosing the option “the practice exists in theory but has not
been applied,” newsrooms confirmed having this policy even if it was not
implemented in practice. This approach allows for tracking the actual use
of practices and assessing their potential availability for employees. The
graphs compare the data as a whole, while the description details practices
in individual editorial offices.

Similarly to the previous years, the key findings in the analysis of practical
application show that policies are more often targeted at women and, in
some cases, not provided for men. In some newsrooms, the situation is the
opposite, but those are significantly fewer.

In all practices of applying social policies, we see that they are more often
applied to women. This is expected in practice, as women are more numerous.
However, of a particular interest are the middle columns of the graph, where
the policy is “not foreseen.”
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The smallest gap here is in health support and recreation policies, as well as

in the social package. The biggest differences are observed in the provision
of a flexible work schedule and — as is the tradition, unfortunately — in
policies for providing parental leaves.

Social Policies

The graph shows the number of newsrooms which support or do not support
a particular practice
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The biggest difference in practice and availability concerns the provision
of parental leave. For women, this practice was used in 56% of newsrooms,
and 37% used them for men. Although this trend continues, year on year the
number of newsrooms applying this practice for men is growing. In 2024, the
figure was 29% of newsrooms.

This category also has the largest gap between women and men in situations
where the policy is in place but wasn’t used in practice: in 23% of newsrooms
for women and in 25% for men.

Most newsrooms do use flexible working hours: 67% for women and 57% for
men. This policy is not foreseen or applied for women in 22% of newsrooms
and for men in 28% of newsrooms.

The social package was used in practice for women in 52% of newsrooms
and for men in 46%. This continues last year’s trend. Interestingly, a fairly
large percentage of newsrooms indicated that they do not have such a
practice at all: 36% for women and 39% for men. While flexible working hours
are an optional need, and their availability or otherwise may be tied to the
production process in the media outlet, a social package should be provided
by default by any responsible employer.

Health support practices were used for women in 47% of newsrooms and
for men in 41%. The figures are almost unchanged compared to the previous
year. This practice is not provided for women in 37% of newsrooms and for
men in 40%.

As was the case last year, the only category that is not provided in
most newsrooms at all is the availability of retreats and recuperation
opportunities. This option is not provided for women in 44% of newsrooms
and for men in 48%. However, the percentage of newsrooms that practice
this approach has grown somewhat compared to the previous year: in 40%
of newsrooms for women (vs. 38% last year) and in 33% of newsrooms for
men (same as last year).
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Section 4

MEDIA AWARENESS
OF GENDER-BASED
ONLINE VIOLENCE



Given the growing threats of gender-based online violence, this year, the
gender profile questionnaire also included a block of questions regarding
newsrooms’ awareness of this challenge.

It seems quite alarming that 90% of newsrooms said they knew nothing
about cases of such violence against their employees. 93% said they were
unaware of any consequences of such attacks.

Are you aware of any cases of gender-based online violence
against women employees of your media outlet connected with
their profession?

3% o

@ No
Yes

Not sure

According to a survey held by Women in Media among women journalists
in 2024, of 180 participants, 81% had encountered some form of online
violence. Such practices are therefore not a rare phenomenon, and Women
in Media monitors such incidents, observing at least several quite high-
profile cases every month. Therefore, the lack of information about them
in the newsrooms may indicate ignorance or silencing of issues within the
team. This can negatively affect the sense of security of media workers
themselves and the possibility of their protection.

When asked whether their organizations had practices for responding to
online violence cases, the most common response in the survey was “difficult
to say / unsure.” 25% of newsrooms said yes, and 21% indicated they had no
such policies.
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Does your media outlet have any practices for responding to
such cases of online violence?

23% @ Difficult to say
Yes
21% o

Among newsrooms that confirmed they had such practices, the most common
type is a procedure for response to such cases, which includes recording the
information, informing and supporting the media workers, and their direct
protection. A few other newsrooms focus on recognizing various specific forms
of online violence against women media workers. This promotes awareness of
threats and the ability to respond to them proactively or develop resilience
to attacks. A few more newsrooms said they did have the policies but had not
had a chance to apply them in practice yet.

If such a practice exists, what does it entail?
among those who answered yes to the previous question (62)

Response procedure 38%
(documenting, support, information)

Protection of women 36%
journalists

Defining forms and types of 19%
online gender-based violence

No such practice 8%

0% 10% 20% 30% 40%

Considering the results of this section, we can recommend that the
newsrooms pay more attention to digital protection tools, train media
representatives in various professional roles and positions how to recognize
such threats and to implement, and implement policies to protect their
employees, particularly women.
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Section 5

LEGISLATIVE MECHANISMS
TO COMBAT TECHNOLOGY-
FACILITATED GENDER-BASED
VIOLENCE (TFGBV):

INTERNATIONAL, EUROPEAN,
AND UKRAINIAN CONTEXTS



Ubiquitous digitalization certainly makes certain things easier, but it also
allows numerous problems to migrate into the online realm and to scale via
technology. The Chilling’, a report by UNESCO, emphasizes that 73% of women
journalists worldwide have encountered digital violence, and generative
technology has made these attacks more diverse and damaging. The PEN

America report, “Speech in the Machine: Generative Al’s Implications for

Free Expression,” ? specifically highlights that generative Al tools have also

made it easier to create more sophisticated fake images, videos, and audio
content, making it harder for audiences to recognize fake or manipulative
information.

The Ukrainian context aligns with these global trends. According to the study
“Her Voice, Their Target: Gendered Online Violence against Ukrainian
Women Journalists,” 2 published by the Women in Media NGO, 81% of the
surveyed women journalists have encountered online attacks; however, most

do not identify it as violence.

A key challenge in addressing technology-facilitated gender-based violence
(TFGBV) online is the difficulty of understanding the scale of the problem:
what actions fall into this category? How can we distinguish between regular
hate speech and TFGBV? What technologies can be used in the process?

1 UNESCO. Posetti, Julie; Shabbir, Nabeelah; Maynard, Diana; Bontcheva, Kalina;
Aboulez, Nermine. The Chilling: global trends in online violence against women
journalists; research discussion paper. Paris: 2021. - 94 p. - Access: https://
unesdoc . unesco.org/ark: /48223/pf0000377223

2 PEN America. Speech in the Machine: Generative AI’s Implications for Free
Expression. - New York: 2023. - 37 p. - Access: https://pen.org/wp-content/
uploads/2023/07/Speech-in-the-Machine-Report-07-31-23. pdf

3 Women in Media NGO. Her Voice, Their Target: Gendered Online Violence against
Ukrainian Women Journalists: a study. - Kyiv, 2025.- 100 p.— Done in partnership
with UNESCO and with the support of Japan. - Access: https://wim.org.ua/materials

study-online-violence/
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Ultimately, there was a need to develop a unified definition. This task was
implemented by the UN Women Expert Group, which proposed a universal
formulation in 2023.%

Technology-facilitated gender-based violence (TFGBV) is any act
that is committed, assisted, aggravated, or amplified by the
use of information communication technologies or other digital
tools, that results in or is likely to result in physical, sexual,
psychological, social, political, or economic harm, or other
infringements of rights and freedoms.

The definition originally referred to violence against women, not TFGBV.®
However, the working group provided a format that allows for the replacement
of the phrasing without compromising the definition itself. This was done
to facilitate adaptation to national legal systems, as, unfortunately, not
all national laws have the concept of “gender” and the accompanying
legal terminology. At the same time, the wording of the definition itself is
comprehensive and applies to any actions® related to online violence. We
propose a look at the most common forms of TFGBV and key characteristics
typical of such acts.

4 Technology-facilitated Violence against Women: Towards a common definition
(UN Women, Report of the meeting of the Expert Group, 2022). Access: https://
www.unwomen.org/sites/default/files/2023-03/Expert-Group-Meeting-report-
Technology-facilitated-violence-against-women-en.pdf

5 Ibid

6 Kristine Baekgaard, Technology-Facilitated Gender-Based Violence An Emerging Issue
in Women, Peace and Security (Georgetown Institute for Women, Peace and Security,
2024), p.8. Access: https: iwps.georgetown.edu/wp-content/uploads/2024/06
Technology-Facilitated-Gender-Based-Violence.pdf
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Astroturfing

Cyber
harassment,
bullying, or
threats

Deepfakes

Doxing
(or doxxing)

Targeted
hacking

Stalking
and illegal
surveillance

Image-related
sexual abuse

Sexual coercion

Coordinated distribution of malicious content to
the largest possible audience using any possible
technology.

The repeated use of textual or visual materials
(often sexualized or misogynistic content) to incite
fear or humiliate the victim of such actions.

The creation and distribution of fake (often AI-
generated) images or videos that damage a person’s
reputation.

Dissemination of a person’s private data without
their consent (address, phone number, legal data,
etc.) to cause harm to the person.

Interception of a person’s data or any other
interference with a person’s devices or accounts,
their data, or communications.

Pursuit of a person using digital technology,
including location tracking.

Dissemination of intimate images or videos without
a person’s consent to harm them, including in the
form of revenge porn.”

Threats to distribute intimate images or videos
in order to coerce a person into taking certain
actions.

7  Accountability for revenge porn: international experience, approach of tech

companies,

and Ukrainian circumstances (Digital Security Lab, 20 November

2020). Access: https://dslua.org/publications/vidpovidalnist-za-pornopomstu-miz

hnarodnyy-dosvid-pidkhid-tekhnolohichnykh-kompaniy-ta-ukrainski-realii-2
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Impersonation Creating fake accounts or resources where false

information is spread on behalf of a person (may use
deepfake techniques).

Unwanted Private or public correspondence, including of a
communication sexual nature, to which the person has expressed

clear objection (includes unwanted sending of
intimate images without the recipient’s consent).

Other harmful Any type of communication, dissemination of any
unlawful acts information, or other action that violates the
based on a rights of a person or otherwise causes harm to them

person’s gender® | psseq on their gender identity.

In addition to gender-based forms of violence,® women are also more likely

to suffer from general online rights violations. A study by CNN As Equals

and Plan International, which was based on a survey of 600 girls and women

aged 12 to 24, found that over 75% of them had experienced some type of

risky online behavior. In addition to the forms of violence mentioned above,

women often faced online fraud, disinformation campaigns, discrimination

and hate speech, threats, and body shaming.’®

10

Glossary of terms related to TFGBV from UNFPA. Access: https://www.unfpa.org/
TEGBV

wWhat is Technology-Facilitated Gender-Based Violence? (Tech Safety Canada).
Access: https://techsafety.ca/resources/toolkits/what-is-technology-facilitated-
gender-based-violence

Lydia Morrish, David Blood, Carlotta Dotto and Meera Senthilingam, ‘Help! I'm
overwhelmed!’ Hundreds of girls say they face sexual harassment online. This is
what they want to change (CNN Business, 23 July 2024). Access: https://edition.
cnn.com/interactive/2024/07/business/online-sexual-harassment-girls-survey-as-
equals-intl-cmd/
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At the same time, it is important to note that the impact of TFGBV on

affected persons is largely dependent on the connections with the attacker

(e.g., former partner, colleague, another close person, etc.), the type and

scope of impact of a specific technology, and the position of a person.

Indeed, some groups are more vulnerable to TFGBV due to risks of losing

the job, shelter, or social status™. These include, in particular:

11

12

13

14

15

Journalists. UNESCO found'? that 73% of women reporters encountered
online harassment, death threats, threats of sexual violence, or fake porn
dissemination at various points in their lives.'®* Most of these attacks were
based on gender and exacerbated by additional characteristics (age, race,
ethnicity, etc.).

Activists and human rights defenders. TFGBV tactics are often used to
force active women to withdraw from their public activities.** While it is
challenging to quantify online attacks against human rights defenders,
a study from Albania’ shows that 83% of women activists have
encountered a violation of their rights in the digital space, with most
directly linked to gender-based attacks.

Kristine Baekgaard, Technology-Facilitated Gender-Based Violence An Emerging
Issue in Women, Peace and Security (Georgetown Institute for Women, Peace and
Security, 2024), pp.12-13. Access: https: iwps.georgetown.edu/wp-content

uploads/2024/06/Technology-Facilitated-Gender-Based-Violence.pdf

Dhrodia, Azmina, To Stop Online Abuse against Women, We Must Reform Digital
Spaces (World Wide Web Foundation, 13 April 2021). Access: https://webfoundation.
0rg/2021/04/tostop-online-abuse-against-women-we-must-reform-digital-spaces/

Tetiana Advieieva, “I saw you in porn, what kind of journalist are you”: the work
of AI-enhanced gender-based discrimination (Women in Media, 17 September 2024).
Access: https://wim.org.ua/materials/gender-disinformation-ai

Statement by UN High Commissioner for Human Rights Zeid Ra’ad Al Hussein, The
Impact of Online Violence on Women Human Rights Defenders and Women’s Organisations
(OHCHR, 21 June, 2018). Access: https://www.ohchr.org/en/statements/2018/06/
impact-online-violence-women-human-rights-defenders-and-womens-organisations

Nensi Bogdani, Women Activists in Albania Face Torrent of Online Abuse (Balkan
Insight, 21 December, 2023). Access: https://balkaninsight.com/2023/12/21/women-
activists-in-albania-face-torrent-of-online-abuse/
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Migrants and asylum seekers. Women in difficult social situations, who tend
to be dependent on state or municipal support mechanisms, are particularly
vulnerable to TFGBV.'® In particular, online attacks or disinformation
campaigns against them can be based on unwillingness to communicate
or assimilate with the local population, which results in isolation in local
communities and even in losing the special protected status.

Politicians and public figures. Research indicates that within the EU, 59%
of women politicians have experienced TFGBV at various stages of their
careers."” Similar figures can be found for member states of the African
Union'™ and Southeast Asia.'® Notably, such attacks often have other
discriminatory grounds, e.g., hate speech based on the race or ethnicity of
the politician, her religious views, etc.

Activists involved in peacemaking processes. A study by the Global
Network of Women Peacebuilders and ICT4Peace, which covered 19
countries, indicates?® that women involved in peacebuilding processes
often suffer from TFGBV. Doxing situations are particularly dangerous, not
only for women themselves, but also for their family members.

What makes migrants vulnerable to gender-based violence? (IOM). Access: https://
lac.iom.int/en/blogs/what-makes-migrants-vulnerable-gender-based-violence

Violence against Women Journalists and Politicians: A Growing Threat. (OSCE PA
Special Representative on Gender Issues, 2021), p.18. Access: https://www.oscepa.
org/en/documents/special-representatives/gender-issues/report17/4247-2021-

report-by-the-special-representative-on-gender-issues-violence-against-women-
journalists-and-politicians-a-growing-crisis/file

Widespread Sexism and Violence against Women in African Parliaments According to New
(IPU, 23 November 2021). Access https://www.ipu.org/news/press-releases/2021-11

widespread-sexism-and-violence-against-women-in-african-parliaments-according-
new-ipu-report

Aim  Sinpeng, Women Politicians in Southeast Asia Face an Epidemic of Online
Violence (Centre for International Governance Innovation, 24 November 2022).
Access: https://www.cigionline.org/articles/women-politicians-in-southeast-asia-

face-an-epidemic-of-online-violence/

Garrido V., Mariateresa, Mapping Online Gender-Based Violence (University for
Peace, 2022). Access: https://upeace.org/wp-content/uploads/2024/04/Garrido-
Mapping-Online-Gender-based-Violence.pdf
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It

Minors. Research also indicates that children are particularly vulnerable
to TFGBV?', especially its manifestations that involve sexual themes. Often,
attackers blackmail children to obtain their intimate images, threaten to
distribute such data, and manipulate minors.

should be noted that TFGBV often occurs alongside other violations of

rights, and the presence of other vulnerable statuses often exacerbates
negative effects. Therefore, people of color, the LGBTIQ+ community,

indigenous peoples, people with disabilities, etc. tend to be more vulnerable.

While the listed manifestations of TFGBV are hardly exhaustive, and the list
continues to grow as new technologies emerge (and existing ones are used in

new ways), it is important to understand the key negative consequences of

this problem. This will allow for effective mapping of mechanisms to protect

targeted individuals and combat this phenomenon. The most problematic

and common consequences of TFGBV are:

21
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23

Escalation of violence into real life. Technology often becomes a
stepping stone for violence in the offline world??, particularly thanks to
geolocation-based surveillance, identifying location based on photos and
videos, etc. For instance, a study from Malawi indicates®® that 54% of
women had suffered from TFGBVY, which was a consequence or a precursor
of offline violence, and 34% encountered offline violence after harassment
or bullying online.

Alex Berryhill and Lorena Fuentes, Technology-facilitated violence against women:
Taking stock of evidence and data collection (UN Women, 2023), pp.7-8. Access:
https://www.unwomen.org/sites/default/files/2023-04/Technology-facilitated-
violence-against-women-Taking-stock-of-evidence-and-data-collection-en.pdf

The State of Evidence and Data Collection on Technology-facilitated Violence
against Women (UN Women, March 2023), p.4. Access: https://www.unwomen.org/
sites/default/files/2023-04/Brief-The-state-of-evidence-and-data-collection-on-
technology-facilitated-violence-against-women-en.pdf

Preventing Technology Facilitated Gender-Based Violence (TF GBV) (UNFPA, 2021),
p.2. Access: :
techenvoy/files/GDC-Submission_UNFPA.pdf
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What is more, doxing of vulnerable groups, such as LGBTIQ+, leads to
targeted offline attacks and harassment of specific individuals and the
community overall.2

Normalization of discriminatory, violent, harmful behavior. This applies
to both the general normalization of GBV and the acceptance of such
behavior as the norm online. Such actions are often accompanied by
victim blaming.?®

Psychological,social,and economicimpacts of TFGBV.The dissemination
of intimate photos and videos, as well as other personal information,
usually entails significant reputational damage, which often results in
the loss of jobs, advocacy opportunities, and benefits.?® Women face
financial losses due to fraud (phishing attacks, doxing, etc.),?” as well
as due to avoidance of new technologies, which often provide additional
economic benefits and opportunities.2®

«Everybody here 1is having two lives or phones»: The devastating impact
of criminalization on digital spaces for LGBTQ people in Uganda (Amnesty
International, 23 October 2024), pp.45-50. Access: https://www.amnesty.org/en
documents/afr59/8571/2024/en/

Mapping of laws and services for online and ICT-facilitated violence against women
and girls in Arab States (UN Women Regional Office for the Arab States, 2022),
pp. 23-24. Access: https://arabstates.unwomen.org/sites/default/files/2022-03
Mapping_report_laws_and_services.pdf

Hinson L, Mueller J, 0’Brien-Milne L, Wandera N., Technology-Facilitated GBV: What
is it, and How do we measure it? (ICRW, 2018), p.2. Access: https://www.icrw.org/
publications/technology-facilitated-gender-based-violence-what-is-it-and-how-

do-we-measure-it/

An Infographic Guide to Technology-Facilitated Gender-Based Violence (UNFPA, 2021).
Access: https://www.unfpa.org/sites/default/files/pub-pdf/An%20Infographic%20Gu
ide%20t0%20An%20Infographic%20Guide%20t0%20TFGBY.pdf

The State of Evidence and Data Collection on Technology-facilitated Violence
against Women (UN Women, March 2023), p.4. Access: https://www.unwomen.org/
sites/default/files/2023-04/Brief-The-state-of-evidence-and-data-collection-on-
technology-facilitated-violence-against-women-en.pdf
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Loss of access to accounts, devices, and networks. As a result of various
types of online attacks, women may lose access to accounts or devices,
including those used for their activism or civic activities.

Censorship and other restrictions on freedom of expression. Fear
of harassment forces women to engage in self-censorship, avoiding
sensitive or controversial topics,2® which significantly reduces their public
participation and advocacy efforts. Furthermore, women often create
a distilled, idealized public image to avoid body shaming or criticism
or change the way they interact with technology. For example,
Amnesty International research shows that women of a racial or ethnic
minority in a particular region are 34% more likely to be targeted by
TFGBV,?° leading to a decrease in their participation in public debate.

Personal and professional attacks based on gender discrimination.
Women who have access to decision-making, hold leadership positions,
or are publicly known are more likely than others to be targeted by TFGBV
due to their public standing. This, in turn, affects the effectiveness and
success of their public activities.

The biggest challenge to any attempt to combat TFGBV is a combination

of several factors®" first, the problem is the design of most modern

technologies, which largely reflects social inequality and fails to provide

mechanisms for timely and effective correction of errors.
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Fight Against Technology-Facilitated Gender-Based Violence (UNESCO, 5 December
2024). Access: https://www.unesco.org/en/articles/fight-against-technology-faci

litated-gender-based-violence

Human Rights Implications of Technology-Facilitated Gender-BasedViolence: Submission
to the Human Rights Council Advisory Committee (Amnesty International), p.5.
Access:  https://www.ohchr.org/sites/default/files/documents/hrbodies/hrcouncil
/advisorycommittee/cfi-technology-gender-based-violence/subm-technology-
facilitated-gender-cso-amnesty-international-input-2.pdf

Mapping of laws and services for online and ICT-facilitated violence against women
and girls in Arab States (UN Women Regional Office for the Arab States, 2022),
pp. 23-24. Access: https://arabstates.unwomen.org/sites/default/files/2022-03

Mapping_report_laws_and_services.pdf
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Secondly, attackers often use the opportunity to act anonymously, which
significantly complicates the process of identifying them and holding them
accountable. Thirdly, individually, those affected by this type of violence
often have low levels of digital and legal literacy. Rather than shift the
blame to the victim, this is to indicate basic awareness of digital security
rules (which help to stop the manifestations of violence in time) and
accountability mechanisms.

Therefore, addressing the problem of TFGBV requires a holistic approach,
namely, finding mechanisms to prevent, protect, hold accountable, and
punish rights violators at the levels of communities, platforms, and
states. In order to accomplish this, it is necessary to develop effective
mechanisms to collect information®2 about the scale of the problem, its
key manifestations, and categories of people who are most vulnerable in
specific contexts. In addition, it is worth developing and implementing legal
rights protection instruments. Let us look at documents that currently
exist at international and regional levels.

32 Alex Berryhill and Lorena Fuentes, Technology-facilitated violence against women:
Taking stock of evidence and data collection (UN Women, 2023), p.15. Access:
https://www.unwomen.org/sites/default/files/2023-04/Technology-facilitated-
violence-against-women-Taking-stock-of-evidence-and-data-collection-en.pdf
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INTERNATIONAL STANDARDS FOR COMBATING TFGBV

Establishing gender equality has been recognized as one of the UN Sustainable
Development Goals,?3 to be adopted by 2030. As part of these activities, UN
institutions implement numerous projects to update national legislation of
states, increase the resistance of technologies to TFGBV challenges, and raise
awareness regarding gender equality. Similar objectives are declared in the
Global Digital Compact3?, which emphasizes that combating TFGBV should be
named one of the key priorities in the digital regulation sector.

However, the situation with international “hard law” tools is a bit more
challenging. Since most documents are based on a consensus of states, and
the topic of combating TFGBV still remains quite sensitive for many regions,
international instruments in this area are mainly recommendatory. The
following conventions offer at least minimal commitments in the sector of
combating TFGBV and/or establish requirements for the regulation of online
space (that is, are focused not on rights protection overall, but are thematic

and focused):

UN Convention on the Elimination of All Forms of Discrimination
against Women (CEDAW).3®

The document establishes general obligations for states to develop
and implement policies to combat discrimination against women.
In particular, these obligations include implementing the equality
principle into the national legislation, establishing gender equality
policies, and developing mechanisms to apply this principle in
practice (as part of executive agencies, regulators, courts, etc.).

33 Sustainable Development, Goal 5: Achieve gender equality and empower all women
and girls. Access: https://sdgs.un.org/goals/goals

34 Global Digital Compact (A/79/L.2) (UN, 2024), paras 8(d), 11(g), 30, 40

35 Convention on the Elimination of All Forms of Discrimination Against Women
(signed 18 December 1979, effective 3 September 1981)
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Other

The listed obligations are general, and the Convention mentions the
safety and security of women only in the context of the right to
work (Article 11) and the right to social protection (Article 14). The
Convention was ratified by Ukraine in 1981.

However, the CEDAW Committee, established under the Convention,
regularly issues thematic interpretative documents. One of them is
the Committee’s Recommendation No.35 on gender-based violence.®®
It states that GBV can occur in an environment dependent on new
technologies. This can include platforms, websites, applications, or
any other technological environment.

UN Cybercrime Convention.®”

The recently finalized international treaty on combating online crime
has two articles that directly mention a gender-sensitive approach.
Namely, Article 34 indicates that when working with those affected
by cybercrime, the age, gender, and other characteristics of the
person should be taken into account. At the same time, Article 53
mandates the development of policies and strategies to prevent and
combat TFGBV. That is, states should take proactive action in this
area. The Convention will enter into force a year after it is signed by
40 states, and since the signing process will only begin in October
2025, the full launch of this instrument will have to wait.

TFGBV-related international documents mostly formalize

recommendations, provide mapping of challenges and risks, or identify

priority spheres for the development of solutions.

36 General recommendation No 35 (2017) on gender-based violence against women
updating general recommendation No. 19 (1992), CEDAW/C/GC/35 (26 July 2017), paras
20, 34(b)

37 United Nations Convention against Cybercrime; Strengthening International
Cooperation for Combating Certain Crimes Committed by Means of Information and
Communications Technology Systems and for the Sharing of Evidence in Electronic
Form of Serious Crimes (open for signature from 25 October 2025)
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Among them, a lot of groundwork was done by the UN Human Rights Council,

which has been actively developing resolutions on human rights protection

online,*® on overcoming domestic violence (including violence in the forms

of cyberbullying and cyberstalking),®® and on privacy in the digital age*°®

since 2012. All of these documents briefly mention the need to consider the

digital dimension of GBV and develop tools both at the state level and within

companies developing digital technologies.

Ultimately, one of the key means of addressing TFGBV (or at least mitigating

risks) is cooperation with technology developers and providers. In the context

of regulating companies and their services, there are three important

recommendatory documents developed as part of UN and OECD initiatives:
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UN Guiding Principles on Business and Human Rights.*'

These recommend states to ensure that companies within their
jurisdictions implement due diligence principles in the design,
development, and implementation of business solutions. In
particular, this includes consideration of users’ vulnerabilities tied
to age, gender, disability, and other relevant factors. In addition,
the document proposes to establish separate mechanisms to
address TFGBV and also separately addresses the involvement of
companies that develop and supply surveillance software in stalking,
harassment, doxing, and other rights violations.

UNESCO Guidelines on the Governance of Digital Platforms.*?

The document emphasizes the need to take into account gender
equality issues and prevent TFGBV at all stages of the platform life
cycle: from design to responding to user complaints.

UNHRC, The promotion, protection and enjoyment of human rights on the Internet,

A/HRC/RES/20/8 (16 July 2012)

UNHRC, Accelerating efforts to eliminate all forms of violence against women:

eliminating domestic violence, A/HRC/RES/29/14 (22 July 2015)

UNHRC, The right to privacy in the digital age, A/HRC/RES/34/7 (7 April 2017)

OHCHR, Guiding Principles on Business and Human Rights, A/HRC/17/31 (16 June 2011)
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OECD Guidelines for Multinational Enterprises.*®

These postulate the principle of equality as one of the
fundamental principles of company operations—not only in the
context of developing a specific product but also in the context
of administrative processes. In addition, they emphasize the
priority of combating corruption in companies, which also includes
overcoming negative consequences of corruption in the context of
gender inequality.

There is also a significant number of thematic documents dedicated to Al

and issues connected with its development and use. However, documents
in this sector at this stage rather represent attempts to identify the scope

and typology of problems than to develop solutions. For example, UNESCO

conducted a study on the impact of Al on gender rights, which is largely

dedicated to mapping the issues and challenges. It should be noted that many

similar documents** later served as groundwork for further development of

standards and policies (e.g., in platform regulation®) and as research to look

into mechanisms of supporting those affected by these types of violence.
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UNESCO, Guidelines for the Governance of Digital Platforms: Safeguarding freedom
of expression and access to information through a multistakeholder approach
(2023), pp.18-19. Access: https://unesdoc.unesco.org/ark:/48223/pf0000387339/
PDF/387339eng.pdf.multi

OECD, OECD Guidelines for Multinational Enterprises on Responsible Business
Conduct (2023), paras 60, 64, 87. Access: https://www.oecd.org/content/dam/oecd

en/publications/reports/2023/06/cecd-guidelines-for-multinational-enterprises-
on-responsible-business-conduct_a0b49990/81f92357-en.pdf

Gabriela Ramos and others, UNESCO Women for Ethical AI: Outlook Study on
Artificial Intelligence and Gender (2024). Access: https://surl.li/hztbeg

UNESC, Innovation and technological change, and education in the digital age
for achieving gender equality and the empowerment of all women and girls, E/
CN.6/2023/L.3 (20 March 2023)
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STANDARDS FOR COMBATING TFGBV AT COE LEVEL

Unlike international instruments, regional recommendations and conventions

are more specific and applicable in terms of the obligations they impose. One

productive organization developing such treaties is the Council of Europe.

Such conventions are generally open for signature not only by the member

states of the Council of Europe but also by any other country wishing to join

these instruments. Among the key treaties in the digital sector that offer

mechanisms against TFGBV, the following stand out:
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The Council of Europe Convention on preventing and combating
violence against women and domestic violence (Istanbul
Convention).*®

This is one of the fundamental documents in the field of combating
violence against women, which defines terminology in this area
(Article 3) and establishes a number of fairly detailed obligations for
the state to ensure women’s rights (Articles 12-28). In Chapter V, the
Convention also identifies a number of the most common violations
of women'’s rights and the need to establish legal responsibility for
such acts. Notably, the document does not restrict the scope of
its use; that is, the provisions are relevant both offline and online.
In June 2022, Ukraine ratified the Convention. Howeverm the most
important accomplishment in the context of the Istanbul Convention
is the development of the GREVIO Working Group Recommendations
on Digital Violence against Women.*” These recommendations
provide a mapping of the biggest challenges for women in the
digital sector and propose a number of actions for states to take in
order to combat TFGBV.

The Council of Europe Convention on preventing and combating violence against women
and domestic violence (CETS 210) (signed 11 May 2011, effective 1 August 2014)

GREVIO, General Recommendation No. 1 on the digital dimension of violence
against women (Council of Europe, 20 October 2021)
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Overall, such measures can be divided into preventive mechanisms,
protection measures, instruments to punish those who violate the
rules, and cooperation mechanisms to enhance gender equality in
the digital sector.

Convention on Cybercrime (Budapest Convention).*®

It consists of the text of the Convention itself and two additional
protocols (on combating xenophobia and racism, and on
strengthening cooperation between states). This is one of the
most detailed treaties regulating the issue of countering violence
in cyberspace. The document prohibits numerous categories of
behavior in digital space: from crimes against privacy to fraud,
various forms of forgery, and child pornography (Articles 1-10). In
addition, this is one of the first international treaties to address
complicity in cybercrime. Although the document does not contain
any direct mention of gender equality, it is important that it lays
the foundation for developing mechanisms to counter any types of
online violence, hacking, and other cyberattacks. The Convention
was ratified by Ukraine in 2005.

Framework Convention of the Council of Europe on Artificial
Intelligence and Human Rights, Democracy, and the Rule of Law
(Framework Convention on Al).*°

The document itself covers the regulation of Al technology and the
overall assessment of its impact on human rights, where one of the
mandatory elements is determining the compliance of an Al system
with the principles of non-discrimination, including gender equality
(Article 10).

The Convention on Cybercrime (ETS No 185) and its Protocols (signed 23 November
2001, effective 1 July 2004)

Council of Europe Framework Convention on Artificial Intelligence and Human Rights,
Democracy and the Rule of Law (ETS No 225) (signed 5 September 2024)
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And while the convention has been widely criticized for lowering
standards to engage more signatory states° it is a first step
towards global regulation of Al in the context of protecting human
rights. The Convention was signed by Ukraine in May 2025,' and
the next steps should include ratification and the development of
bylaws to implement the provisions regarding the impact of Al on
human rights.

In addition to these instruments, there are also other international treaties
that requlate relations in the digital space, such as the Convention for the
Protection of Individuals with regard to Automatic Processing of Personal Data
(Convention 108+).52 However, this instrument does not have any additional or
specific provisions regarding gender equality, establishing only general rules
for the protection of personal data. In fact, most older conventions that do
not directly address equality issues do not contain any mention of gender
issues. Sometimes, such issues are addressed by specialized committees in
guidelines on the implementation of conventions, but more often they tend
to be covered in new special instruments.

50 AI Convention: (No) Way to Go? (Digital Security Lab, 20 May 2024). Access:
https://dslua.org/publications/konventsiia-pro-shtuchnyy-intelekt-no-way-to-go/

51 Safe AI for Millions of Ukrainians: Ukraine Signs Framework Convention on AI and
Human Rights (Cabinet of Ministers of Ukraine, 15 May 2025). Access: https://
www. kmu.gov.ua/news/bezpechnyi-shi-dlia-milioniv-ukraintsiv-ukraina-pidpysala-
ramkovu-konventsiiu-pro-shtuchnyi-intelekt-ta-prava-liudyny

52 Convention for the Protection of Individuals with Regard to Automatic Processing of
Personal Data (EST 108) (signed 28 January 1981, effective 1 October 1985)
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At the same time, an important development in the practical application

of rules to combat TFGBV is offered by case law of the European Court
of Human Rights (ECtHR). Although the ECtHR has a fairly large body of
decisions dedicated to combating GBV (mainly under Article 8 of the ECHR),
only a few of them address the digital dimension of this problem:

M.S.D. in Romania.>® The ECtHR emphasized the positive obligations of
the state to develop a legislative framework against TFGBV. Furthermore,
the Court emphasized that the reluctance to apply the criminal code to
online conduct due to the “insufficient seriousness of the consequences”
of such conduct constitutes a violation of the rights of those affected
by this conduct.

Buturuga v Romania.’* The Court emphasized that numerous forms of
harassment and invasion of privacy online, carried out within or through
technology, are clearly expressed aspects of violence against women;
therefore, such acts require effective investigation by the state in
accordance with Article 8 of the ECHR.

Volodina v Russia.>® The court recognized such forms of behavior as
digital surveillance and revenge porn as online violence against women
and emphasized that, in addition to the violation of privacy, such cases
also have a gender equality aspect and have to be considered in the
context of preventing online discrimination.

Volodina v Russia (no 2).5¢ Cyberbullying, cyberharassment, and malicious
impersonation are serious forms of cyberviolence against women (§48),
and the scale of the negative impact of such actions requires national
authorities not only to investigate such crimes when they occur but also
to develop an effective legislative framework with guarantees for the
protection of victims (§57). Perpetrators must be held accountable for
violations of this kind.

M.S.D. v Romania, App no 28935/21 (ECtHR, 3 December 2024)

Buturugd v Romania, App no 56867/15 (ECtHR, 11 February 2020)
Volodina v Russia, App no 41261/17 (ECtHR, 9 July 2019)

Volodina v Russia (no 2), App no 40419/19 (ECtHR, 14 September 2021)
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Opuz v Turkey.5” Survivors of GBV should be provided with all the necessary
procedural safeguards to protect their rights, and national authorities
should not tolerate crimes committed on the grounds of discrimination
or hate.

Thkelidze v Georgia.>® Crimes motivated by gender stereotypes should be
investigated and prosecuted by national authorities, even if the articles
of the relevant criminal codes do not contain specific references or forms
of committing the crime that are linked to gender aspects.

From the dynamics of solutions, it can be observed that the ECtHR starts
paying more attention to the development of the GBV issue in the online
dimension. Thus, in the near future, we can expect more court judgments on
this subject, including ones in the context of mass Al use.

57 Opuz v Turkey, App no 33401/02 (ECtHR, 9 June 2009)
58 Tkhelidze v Georgia, App no 33056/17 (ECtHR, 8 July 2021)
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STANDARDS FOR COMBATING TFGBV IN THE EU

Most EU documents are fairly detailed technical instruments that offer a
range of solutions for combating TFGBV. In addition, since the digital space is
regulated by an entire array of various acts, the standards are often scattered
across various documents, which directly or indirectly concern gender issues,
privacy, new technology, and regulation of online space. Thus, the relevant
instruments include:

Directive on combating violence against women and domestic
violence.%®

The directive essentially criminalizes numerous violations
of women’s rights both offline and online. These include the
distribution of intimate images without consent, cyberstalking,
cyber harassment, calls for gender-based violence, etc. At the
same time, the document establishes minimum requirements for
states to develop national legislation on criminalizing such acts. In
addition, it offers targeted support measures for those affected by
this type of crime.

Digital Services Act (DSA).

The document restricts the distribution of private images without
the consent of the individual (both photos and videos), as well as
materials that may constitute child sexual abuse. Furthermore, the
preamble to the DSA indicates that platforms must also restrict the
distribution of content that is prohibited by national law—i.e,, a ban
on fake porn at the national level essentially triggers obligations
under EU law. The DSA also establishes obligations to prevent gender-
based violence online, which includes pornographic deepfakes,
disinformation, and the distribution of real-life intimate images.

59 Directive (EU) 2024/1385 of the European Parliament and of the Council of 14 May
2024 on combating violence against women and domestic violence. Access: https://

eur-lex.europa.eu/eli/dir/20624/1385/0j/eng

67


https://eur-lex.europa.eu/eli/dir/2024/1385/oj/eng
https://eur-lex.europa.eu/eli/dir/2024/1385/oj/eng

Articles 34 and 35 emphasize that platforms are obliged to identify,
analyze, and assess systemic risks among recommender systems
and any other similar algorithmic systems, content moderation
systems, terms and conditions and their practical application,
advertising selection and presentation, data-related practices,
etc. at least once a year (and in cases of critical malfunctions that
affect human rights). Although researchers point out that there are
still many unanswered questions in this area,®® overall, DSA offers
acceptable basic mechanisms for combating TFGBV.

General Data Protection Regulation (GDPR).®'

In addition to general rules on personal data protection
(which also apply to the digital space), the document contains
some mechanisms that are useful in combating the negative
consequences of TFGBV. One of them is the right to erasure, or
right to be forgotten (Article 17) — the ability to require the
data controller to erase information about an individual if such
information is not in the public interest and harms the interests
of the individual. This tool is especially useful in cases of sharing
intimate information without a person’s consent online.

60 TeTaHa ABAEEBa, Y MollyKax 6E3MEeUHOro MpOCTOpYy: UM Moknaae DSA Kpal reHaepHo 3y-

61

MOB/IEHOMY HAcWNbCTBY B couMepexax? (XiHku B Meaia, 11 6epe3Hs 2024). Access:

wim.org.ua/materials/u-poshukakh-bezpechnoho-prostoru-chy-poklade-dsa-

Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April
2016 on the protection of natural persons with regard to the processing of personal
data and on the free movement of such data, and repealing Directive 95/46/EC.

Access: https://eur-lex.europa.eu/eli/reg/2016/679/0j/eng
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Artificial Intelligence Act.?

The first international document regulating Al systems offers a
number of mechanisms enabling the assessment of the impact of
such systems on human rights depending on their risk category.
In addition, the Act provides a definition of a deepfake (Article
3(44)(b)(I)) and obliges providers to ensure that audio, images,
video, and text generated by Al are appropriately labeled in a
machine-readable format and are clearly identified as generated
or manipulated (Article 50(2)). This is particularly relevant in the
context of preventing revenge porn and other forms of illegal
malicious distribution of deepfakes. In addition, Article 95 indicates
that voluntary codes of conduct in the field of Al should also cover
the assessment and prevention of risks for vulnerable groups,
respecting the principle of gender equality.

Proposal for a Regulation laying down rules to prevent and
combat child sexual abuse (Draft CSAM regulation).®*

The Regulation proposes mechanisms to overcome this problem
in the online space, placing responsibilities on ICT providers,
messaging service providers, online app store service providers,
and other non-state actors in this area. Most obligations therein
relate to procedures for assessing the risks of certain activities to
children’s rights: terms of use, service design, and mechanisms for
responding to violations, as well as procedures for mitigating the
identified risks.

Regulation (EU) 2024/1683 of the European Parliament and of the Council of 13
June 2024 laying down harmonised rules on artificial intelligence and amending
Regulations (EC) No 300/2008, (EU) No 167/2013, (EU) No 168/2013, (EU) 2018/858,
(EU) 2018/1139 and (EU) 2019/2144 and Directives 2014/90/EU, (EU) 2016/797 and (EU)
2020/1828. Access: https://eur-lex.europa.eu/eli/reg/2024/1689/0j/eng

Proposal for a Regulation of The European Parliament and of The Council laying down
rules to prevent and combat child sexual abuse. Access: https://eur-lex.europa.eu/
legal-content/EN/TXT/?uri=celex:52022PC0209
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In addition, it is planned to include mechanisms to remove content
units and block certain services. In this context, the Regulation
could at least partially address the problem of TFGBV in relation
to minors.

Overall, EU legislation offers a range of measures aimed at preventing,
responding to, and punishing TFGBY committed through various online
platforms and technologies. Given Ukraine’s obligations within the EU
integration process, these documents should soon be incorporated into
Ukrainian legislation.
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COMBATING TFGBV IN UKRAINE

Ukraine ratified the Istanbul Convention as late as the summer of 2022, and
the first report with a basic assessment of the legislation®* for compliance
with the Convention was provided in 2023. The government officials who
drafted the report noted only a few general provisions of the Code of Ukraine
on Administrative Offenses and the Criminal Code relating to cyberviolence.
Article 173-2 of the Code of Administrative Offenses covers acts such as
gender-based insults, threats, and harassment, which could have or have
caused harm to the physical or mental health of the affected person. The
maximum sanction for this offense is an administrative arrest for a term
of up to 10 days, and in the event of a repeated offense within a year, up
to 15 days. This provision does not directly address the online dimension
of violence, and, as the practice of the ECtHR in similar cases shows, it is
unlikely to be applied in this way.

Articles 163 (violation of the secrecy of correspondence) and 182 of the
Criminal Code of Ukraine (violation of privacy) do not mention it, either.
However, case law under Article 182 indicates that it is possible to bring
a perpetrator to justice for certain forms of cyberviolence, particularly
revenge porn and cyber flashing,®® as well as stalking.®® However, it is hardly
possible to speak about a successful systemic approach, since human rights
defenders believe®” that the cyber police often lack resources in this sphere
and prioritize other types of crimes (such as information crimes against the
national security).

64 GREVIO receives state report for Ukraine (GREVIO, 4 July 2023). Access: https://
www.coe. int/en/web/istanbul-convention/-/grevio-receives-state-report-for-ukraine

65 Accountability for revenge porn: international experience, approach of tech
companies, and Ukrainian circumstances (Digital Security Lab, 10 November 2020).
Access:https://dslua.org/publications/vidpovidalnist-za-pornopomstu-mizh
narodnyy-dosvid-pidkhid-tekhnolohichnykh-kompaniy-ta-ukrainski-realii/

66 Case No. 149/1/22. Proceedings No. 1-kp/149/24/23 (verdict dated 14 February 2024).
Access:https://reyestr.court.gov.ua/Review/114007842

67 0Olena Kushchenko, Women and children are more likely to suffer from online violence.
What do we do? (50%, May 7, 2024). Access: https://50vidsotkiv.org.ua/vid-onlajn-
nasylstva-chastishe-poterpayut-zhinky-ta-dity-yak-tsomu-zaradyty/
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Although the updated Law of Ukraine “On Preventing and Combating
Domestic Violence”®® provides for reporting mechanisms, including relating
to TFGBV, the lack of resources in state bodies essentially cancels the
legislative breakthrough.

In addition, another provision that may serve as protection against
online violence is Article 126-1 of the Criminal Code of Ukraine, which
prohibits domestic violence and thus could theoretically apply to threats
and psychological violence in the online format. Finally, Article 153 of the
Criminal Code prohibits the commission of any coercive acts of a sexual
nature not involving penetration of another person’s body without their
voluntary consent. Since a significant number of TFGBV violations revolve
around sexual acts, this article could potentially apply to cases where
intimate images are sent to a person without their consent.

Certain categories of content that constitute TFGBV are also prohibited from
publication in the media, and the violation of such prohibitions may entail
liability within regulatory procedures of the media regulator—the National
Council of Ukraine for Television and Radio Broadcasting. Article 36 of the
Law of Ukraine “On the Media” prohibits the media from disseminating
statements that (i) incite hatred, enmity, or cruelty or (ii) encourage
discrimination or oppression of specific people based on their sex, sexual
orientation, or gender identity. More specific criteria regarding what content
is covered by this ban should be developed by the co-regulation agencies
within the codes for creating and disseminating information.

The situation with combating revenge porn (non-consensual dissemination
of intimate images) in Ukraine is only somewhat better. The current Law of
Ukraine “On Personal Data Protection”®® does not contain any additional
requlations, apart from a general prohibition on the dissemination of a
person’s personal data without legal grounds.

68 On Preventing and Combating Domestic Violence (2229-VIII). Version dated December

19, 2024. Access: https://zakon.rada.gov.ua/laws/show/2229-19#Text

69 On Personal Data Protection (2297-VI). Version dated June 14, 2025. Access: https://
itd.rada.gov.ua/billInfo/Bills/Card/40707
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Draft law 8153,7° which is designed to harmonize personal data protection
legislation with the GDPR, also lacks additional clarifications. The only useful
tool offered by the draft law is the introduction of the right to be forgotten,
which would allow for the quick removal of intimate images or videos from

the web and search engines.

Current criminal legislation contains two provisions that protect the privacy
of an individual: Article 163 and Article 182. Both theoretically cover
situations of sharing intimate images without a person’s consent. The Law
of Ukraine “On Information,””" as well as the Laws of Ukraine “On Access to
Public Information””2 and “On Personal Data Protection,””® recognize photos
and videos of a person as confidential information that may be distributed
without their consent only in the interests of national security, economic
well-being, and the protection of human rights. Obviously, this does not
cover cases of revenge porn, so its distribution may be prosecuted under
Article 182 of the Criminal Code.

In practice, people are more often prosecuted not for distributing intimate
images without consent, but for pornography.”* On the one hand, the sanction
of Article 301 of the Criminal Code is higher than the aforementioned
articles and therefore can better fulfill a preventive function.

70 Draft Law On Personal Data Protection (8153 of 25 October 2022). Access: https://
itd.rada.gov.ua/billInfo/Bills/Card/40707

71 0On Information (2657-XII). Version dated June 14, 2025. Access: https://zakon.
rada.gov.ua/laws/show/2657-12#Text

72 0n Access to Public Information (2939-VI). Version dated August 8, 2025. Access:
https://zakon.rada.gov.ua/laws/show/2939-17#Text

73 https://zakon.rada.gov.ua/laws/show/2297-17#Tex

74 Accountability for revenge porn: international experience, approach of tech
companies, and Ukrainian circumstances (Digital Security Lab, 10 November 2020).
Access: https://dslua.org/publications/vidpovidalnist-za-pornopomstu-mizhnarodn
dosvid-pidkhid-tekhnolohichnykh-kompani
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The Better Regulation Delivery Office (BRDO) found withinthe Pornbarometer
project that in the first 9 months of 2024, 1,104 indictments in cases
related to pornography (Article 301 of the Criminal Code of Ukraine) were
received by courts, which is 75% more than in the previous year. Sentences
were issued in only 7% of cases (which probably indicates the inefficiency
of the current mechanism). On the other hand, in practice, cases end
with the imposition of a fine, most often a fairly insignificant one. In
addition, incorrect classification of crimes contributes to the incorrect
assessment of the harm caused, as the individual effect of such actions on
those targeted by them is not taken into account. The decriminalization
of pornography in Ukraine could potentially change the situation. This
initiative was already discussed in 2023,7% and in 2024, draft law 12191
was registered’® — yet another attempt to abolish criminal responsibility
for filming and distributing intimate videos between adults while retaining
liability for non-consensual pornography, extreme pornography, and
child pornography. Such changes are generally consistent with European
approaches and standards.

Administrative law is even less adapted to holding perpetrators of such
violations accountable: Article 188-39 of the Code of Administrative
Offenses on violations in the field of personal data protection is not used
at all in the context of revenge porn. The Code does not contain other
relevant norms, so in fact, administrative liability in such matters does not
exist in Ukraine.

75 VYuliia Kuzmenko. New draft law on decriminalization of porn registered in the

Parliament (Suspilne, 11 November 2024). Access: https://suspilne.media/877547-

u-vru-zareestruvali-novij-zakonoproekt-pro-dekriminalizaciu-porno/

76 Draft Law on Amendments to the Criminal Code of Ukraine to Improve Certain Provisions
on Criminal Offenses Against Public Order and Morality (No. 12191 of 11 November
2024). Access: https://itd.rada.gov.ua/BILLINFO/Bills/Card/45187
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Therefore, even though Ukraine has taken its very first steps to adapt
international standards in combating TFGBV, experts will face an enormous
amount of work to update procedural documents. This process will also be
complicated because most relevant legislative acts are updated by separate
laws (as opposed to transitional provisions of a single draft law), so the
process of changes in itself is expected to be complex and lengthy. However,
Ukraine’s obligations within EU integration and urgent social needs are
a significant driver for developing solutions in this area.
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FINDINGS AND RECOMMENDATIONS

Ultimately, the Ukrainian legal system has basic mechanisms to prevent,

identify, and combat TFGBV. However, much more action is required to

harmonize the national legislation with EU and CoE requirements in this

sector. At the same time, since the process is holistic, it is important that

a broad range of government agencies be involved in the development of

legislation, policies, and strategies. The changes themselves should include:

>

77

amendmentsto the Criminal Code that would be connected to cyberviolence,
in line with the terminology used in the Directive on combating violence
against women and domestic violence;””

promoting the development of co-regulatory codes in the media sector,
taking into account TFGBV-related issues;

implementing the concept of the right to erasure (right to be forgotten)
within the framework of the personal data protection reform, providing
for the possibility of its application to cases of TFGBY, in particular

revenge porn;

within the framework of regulating joint access to information, ensuring
the inclusion of TFGBV issues to the list of content that should be removed
by content assessment systems and at a user’s request, and which also
should be taken into account as part of content management system
policies and design);

creation of legislative mechanisms to restrict access to content
containing TFGBYV, by decision of a court or an independent regulator that

will take into account the guarantees of due process;

Tetiana Advieieva, Vita Volodovska, Maksym Dvorovyi et al., Report: Human Rights in
the Digital Dimension 2024 (Digital Security Lab, 18 April 2025). Access: https://
ublications/zvit-prava-liudyny-u-tsyfrovomu-vymiri-2024
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development of more powerful age verification mechanisms for key
actors in the network: platforms, Al system providers, providers of other
digital services;

development of new anti-TFGBV mechanisms by introducing a quarantine
system, reducing the ability to interact with new accounts, etc.;”®

organizing training for civil servants on identifying and appropriately
these areas;

increasing the capacity of law enforcement departments responsible
for registering and investigating violations in the field of TFGBYV,
providing training on the specifics of investigating such violations and
communicating with those targeted by them, engaging specialized NGOs
in cooperation;

development of an adequate communications strategy to raise awareness
of hotlines, chatbots, and other support channels for those affected by
TFGBY, as well as legal assistance to such individuals;

development of guidelines and navigators (including online ones) for
identifying cases of TFGBV7®° and guidelines on the ways to record
information and safe evidence of TFGBV;2°

Lena Slachmuijlder and Sofia Bonila, Prevention By Design: A Roadmap for Tackling
TFGBV at the Source (Search for Common Ground, Integrity Institute, and Council on
Technology & Social Cohesion, March 2025). Access: https://techandsocialcohesion.
org/wp-content/uploads/2025/03/TFGBV-Report-2025-Final-March-2025. pdf

Example: https://www.digitaalseksueelgeweld.be/#colonne_1

The State of Evidence and Data Collection on Technology-facilitated Violence
against Women (UN Women, March 2023). Access: https://www.unwomen.org/sites
default/files/2023-04/Brief-The-state-of-evidence-and-data-collection-on-
technology-facilitated-violence-against-women-en.pdf
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=> creating financial and psychological support systems for those affected
by TFGBV;®

- training on digital security,®? Al literacy, and online safety from an early
age§3

=> development of a system of support and rehabilitation for survivors of
violence.

81 Mapping of laws and services for online and ICT-facilitated violence against women
and girls in Arab States (UN Women Regional Office for the Arab States, 2022). Access:
https://arabstates.unwomen.org/sites/default/files/2022-03/Mapping_report

laws_and_services.pdf

82 How? Digital Security Tips (Digital Security Lab). Access: https://yak.dslua.org/

83 Lydia Morrish, David Blood, Carlotta Dotto and Meera Senthilingam, “Help! I’'m
overwhelmed!” Hundreds of girls say they face sexual harassment online. This is
what they want to change (CNN Business, 23 July 2024). Access: https://edition.
cnn.com/interactive/2024/07/business/online-sexual-harassment-girls-survey-as-

equals-intl-cmd/
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ABOUT WOMEN IN MEDIA NGO

Our goal is to unite Ukrainian women journalists into a community based on the
values of mutual support, feminism, and professional development, as well as
to promote the formation of gender-sensitive newsrooms and media, free from
stereotypes and discrimination. We work on two levels:

- equality in newsrooms — ensuring equal opportunities, supporting women’s
leadership, access to management positions, and fair pay;

- equality in content — combating sexism and discrimination, developing
ethical standards for sensitive coverage, and inviting more women experts.

Women in Media NGO documents cases of technology-facilitated gender-based
violence (TFGBV) against Ukrainian women media professionals and maintains
an interactive Map of Online Attacks against Women Journalists, allowing us
to track the scale of the problem and draw attention to it on the national and
international levels. The organization also implements leadership programs
for women media executives aimed at strengthening female representation in
decision-making processes.

Our activities include psychological, legal, expert, and financial support for
media professionals, as well as organizational support, including in a peer-
to-peer format. We conduct analytical research, initiate advocacy campaigns,
organize training and public discussions, and celebrate the contribution of the
media to the promotion of gender equality.

Women in Media NGO is an active participant in key gender equality and freedom
of speech platforms in Ukraine, including the Equal Rights and Opportunities
Platform under the Government Commissioner for Gender Policy, the Public
Council under the Parliament Committee on Freedom of Speech, the Alliance for
Gender-Responsive and Inclusive Recovery of Ukraine, the National Committee
of UNESCO’s International Program for the Development of Communications, and
others.

In 2024, Women in Media NGO was shortlisted for the international Free Media
Pioneer Award by IPI-IMS, which celebrates organizations protecting freedom of
the press and implementing innovations in the media sector.
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